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Abstract: —Integrating robots into industrial automation has
led to a revolutionary transformation in executing complex
tasks, harnessing precision and efficiency. The Robot
Operating System (ROS) has played a significant role in
driving this advancement. ROS Bag files in robots are crucial
for preserving data, as they provide a format for recording and
playing back ROS message data. These files serve as a
comprehensive log of a robot's sensory inputs and operational
activities, enabling detailed analysis and reconstruction of the
robot's interactions and performance over time. However,
there have been instances where security considerations were
overlooked, giving rise to concerns about unauthorized access,
data theft, and malicious actions. This research investigates the
forensic potential of data generated by robots, with a particular
focus on ROS Bag data. By analyzing ROS Bag data, we aim to
uncover how such information can be used in forensic
investigations to reconstruct events, diagnose system failures,
and verify compliance with operational protocols. The
components of the ROS ecosystem were examined, identifying
the challenges in parsing ROS Bag files and underscoring the
need for specialized tools. This analysis highlights the security
risks associated with plain text communication within legacy
ROS systems, emphasizing the importance of encryption.
While providing valuable insights, this research calls for
further exploration, tool development, and enhanced security
practices in robotics and digital forensics, aiming to lay the
foundation for effective crime resolution involving robots.
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L. Introduction

In recent years, researchers have been increasingly focused on enhancing industrial automation processes by
integrating advanced robotic technologies. A key aspect to this progress is the Robot Operating System
(ROS), which significantly boosts the speed and capabilities of robots, positioning them as indispensable
assets to the industry. Particularly, robots play an indispensable role in critical sectors such as healthcare as
they significantly contribute to patient care, medication administration, and surgical procedures. In fact, the
data generated by robots holds valuable insights that assist medical professionals in making informed
decisions, ultimately improving patient outcomes [1]. However, amidst the pursuit of these advancements,
security considerations have frequently been overlooked, which can expose significant vulnerabilities that
malicious actors might exploit [2]. For instance, unauthorized access to robot control systems, sensors, and
data poses a substantial threat, potentially allowing adversaries to seize control, manipulate actions, or steal
sensitive information. Moreover, inadequate security protocols may lead to data breaches, not only
endangering the privacy of collected information, but also the intellectual property of the robotic system's
critical functionality. Also, insecure communication channels could enable eavesdropping due to the lack of
trust mechanisms which might allow unauthorized modifications to ROS software/firmware. Such insecure
practices can lead to physical tampering, and unpredictable robot behavior with severe legal and reputational
repercussions [3].

Since the robots' interaction with machinery can generate important digital traces, valuable insights can be
retrieved and analyzed as potential evidence in forensic investigations. Particularly, analyzing ROS bag data
can uncover significant artefacts, retrace robot movements, and reconstruct events [4], using traces produced
by diverse sensor inputs like visual, audio, and environmental data [5]. In this study, we propose two primary
objectives to enhance the investigation of cybercrimes involving robots: Firstly, developing an understanding
of the Robot Operating System (ROS) and its underlying structure. Secondly, exploring the potential
forensic artefacts that can be extracted from a ROS via scenario-based simulations.

The rest of the paper is organized as follows: Section II presents a literature review on ROS
communication process, addressing its inherent security challenges while exploring the emerging field of
ROS forensics. In Section III, an overview of the research methodology is provided. In Section IV the
experimental setup for ROS-based forensic evidence retrieval is described. Later, Section V discusses the
findings and the results, highlighting the significance of the artefacts discovered. Finally, conclusions and
directions for future work are outlined in Section V1.

II. Literature Review

In this section, we discuss the characteristics of the Robot Operating System, its communication process as
well as its security challenges, and the emerging field of ROS Forensics.

A. Robot Operating System (ROS)
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ROS is a framework for developing robotic software, offering an extensive suite of tools and libraries. Its
powerful features enable developers to facilitate message passing, perform distributed computations, reuse
code, and implement algorithms for various robotic applications. A key objective of ROS is to create a
standardized programming approach for robots, providing off-the-shelf software components that can be
seamlessly integrated into custom robotic projects. Today, ROS has become the preferred platform for many
leading robotics companies. This shift is also evident in industrial robotics, where companies increasingly
transition from proprietary robotic applications to ROS [5].

ROS manages multiple distributed functional entities known as nodes, each representing an autonomous
process with its own lifecycle within an application context. Central to a ROS's architecture is a dedicated
entity operating on a specific host within the ROS network also known as a master which is responsible for
overseeing and mediating operations. The master maintains a directory of all existing nodes and their
corresponding data [6]. At the architecture’s core, there is the publish-subscribe communication model,
which main purpose is to effectively simplify complex components and establish precise interfaces for their
connections. This model uses a topic-based approach, creating virtual channels (or topics) for individual
instances. Thus, subscribers can use such topics to access the transmitted information. For example, in the
ROS environment, a sensor node capturing images from a camera would publish this visual data on a specific
topic, allowing any node requiring this information to subscribe to the relevant topic. Within the publish-
subscribe framework, the specific identities of the publisher and the subscriber are relatively unimportant,
facilitating seamless swapping within a ROS network. This feature also streamlines the addition of existing
nodes or their adaptation for new applications.

B. ROS Communication

In a ROS environment, the entire communication process adheres to the publish-subscribe paradigm for
cach action-related topic [5] [7]. The master keeps a comprehensive catalogue of all available services. ROS
also supports client-server communication through services, enabling a service client to request connection
details for a specific service [5] [6]. Since ROS communication can flexibly use both TCP (ROSTCP) and
UDP (ROSUDP) protocols, a service, identified by a unique name, can be accessed interactively and
synchronously by a client, serving various purposes, such as obtaining one-time information. During its
initialization, a publisher node contacts the master to declare the topics it plans to publish [4]. Then, a
subscriber communicates its topic requirements to the master. When the master finds a compatible match
between a publisher and a subscriber, it informs the subscriber about potential publishers for the designated
topic. Subsequent communication between these nodes occurs directly, bypassing the ROS master.

For complex tasks, such as directing a mobile robot, ROS uses a communication pattern utilizing five
topics. In this case, the process begins with the client sending a goal to the server, which in turn provides
continuous updates and feedback through dedicated topics, including the robot's location. The outcome of
the task is communicated via a result topic, while a cancel topic allows for the termination of the task.

C. Security Challenges in Robots
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Industry experts have already noted that although manufacturers initially prioritized the physical safety of
human operators, and their interaction with robotic systems, robot cybersecurity is currently critical due to
their exposure to a broader range of vulnerabilities [8]. Likewise, according to ABI Research [9], the number
of connected industrial robots will reach 4.3 million units by 2025, highlighting their expanding attack
surface, making them increasingly prone to cyberattacks, physical tampering, and ethical issues. While
becoming more interconnected, autonomous, and capable of managing critical tasks, it is clearer that robot
widespread adoption has significantly increased the complexity of managing cybersecurity-related challenges,
affecting both industries and individuals. Particularly, individuals without formal training may
unintentionally introduce security risks [3] [8] while developing robot platforms, applications, hardware,
and sensors. In fact, the landscape of robot cybersecurity is defined by many attack surfaces, including the
physical robot, operating system, software or firmware, remote control technologies, vendor Internet
services, cloud services, and networks [10].

Conversely, hackers may target robots for various impactful reasons, such as manipulating them to
introduce defects in manufactured parts or assemblies; thereby sabotaging production processes. They may
also use ransomware tactics to coerce manufacturers into paying substantial ransoms to prevent the exposure
of compromised production lots. In some cases, hackers cause physical damage to the robots or robotic cells
themselves, posing a direct threat to human workers. The stakes are further heightened by the theft of critical
information, intellectual property, and data manipulation, leading to erroneous decision-making [3].
Moreover, robots are significantly vulnerable to cybersecurity concerns due to limitations such as the absence
of proper authorization or authentication, encryption deficiencies, and insufficient physical protection
measures [11].

In contrast, ROS, serving as the foundational infrastructure for numerous robots, could become a target in
operating system attacks aimed at exploiting vulnerabilities. An in-depth analysis involving 176 threats from
the robot vulnerability database revealed that 92.6 per cent are predominantly linked to software-related
issues. This highlights the elevated threat level posed by software in robotics systems compared to hardware
components [12]. Besides, in [13], researchers illustrate how genuine attacker profiles targeting ROS-based
robots can be discerned, providing valuable insights for experts in selecting appropriate ROS security
solutions for mitigating man-in-the-middle (MITM) attacks. Furthermore, vulnerabilities extend to multi-
robot active surveillance systems, where intruders can manipulate or disable any ROS node within the
network using shutdown commands. Another study highlights the potential for attackers to misguide robots
by tampering with velocity commands [14]. ROS environments also face significant risks due to unsecured
communication ports. In [15], ROS-based attacks involving plain-text communication over unsecured ports
are illustrated, potentially leading to unauthorized access. Also, while [16] showcased the exploitation of
APIs by attackers to undermine ROS applications, [17] emphasized the interception, manipulation and
disruption of communication between two ROS nodes which may cause not only poor performance and
disruption in operations, but also a potential disclosure of sensitive information.

Therefore, as robots become more appealing targets for hackers, the need to understand the ROS file
structure and the locations of data artefacts is essential for conducting forensic investigations in this domain
in order to reduce the impact of security breaches and prevent future incidents.

D. ROS Forensic Investigation
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ROS Forensics is an emerging field that rapidly explores digital traces to extract valuable insights about
security vulnerabilities present in robots. These insights serve various purposes, including investigating
cybercrimes, uncovering malicious activities, and providing evidence for legal proceedings. Despite the
increasing importance of ROS Forensics in the context of robotics and the Internet of Things, research in
this area remains relatively undeveloped due to the lack of understanding of the ROS file structure for
identifying artefacts within these systems for effective incident response and thorough forensics
examinations. Compared to studies on ROS security, research on ROS forensics is sparse. An early notable
contribution to this domain is the work of [18], which was focused on assessing ROS cyber-physical security.
The authors identified vulnerabilities and potential threats to ROS-based systems through various attacks
and scenarios, laying the groundwork for digital investigations in this field.

Conversely, researchers in [19] introduced a framework aimed at aiding investigators in retrieving digital
evidence from such systems. The authors noted that ROS presents investigative challenges, particularly in
real-time scenarios, due to the complexities of communication between robot components and the ROS
framework. These complexities introduce supplementary data during the investigation process, thereby
complicating the gathering of accurate evidence from ROS. The complex communication between robot
components and the ROS framework in real-time scenarios introduces additional data during investigations.
A deep understanding of the ROS file structure enables investigators to identify and extract relevant data
streams efficiently. This capability aids in extracting relevant information while eliminating unnecessary data
noise.

On the other hand, in [4], researchers conducted a forensic examination of ROS, describing the tools
required for ROS memory acquisition. The authors used three memory forensics tools: the DD command,
LiME, and the Volatility memory

framework. Their Kali Linux experiment involved executing fundamental breaches to acquire live memory
data. The memory images collected with DD and LiME were verified using the Bdsum5 command.
Subsequently, the analysis of memory images was compared with live response analysis. According to the
report, live response activities disrupted ROS operational processes. Although the impact was less
pronounced in the case of image forensics, it contributed to enhanced digital evidence integrity. Likewise,
research carried out in [20], employed memory forensics in ROS using the Volatility tool. The authors
utilized the Linux_rosnode plugin, facilitating memory investigation within ROS. Their study focused on
collecting digital evidence from robot memory, specifically focusing on the cognition device, a part of ROS,
to assess the possibility of tampering within the system. Unlike the study conducted in [20], this work
presents a well-defined method and definitive outcomes.

As opposed to the previous approaches, [21] provided a comprehensive overview of ROS forensics,
focusing on ROS 2 security features, security challenges, and vulnerabilities. This study revealed the
difficulties distinguishing between a software bug and a deliberate attack within ROS systems. Such
challenges arise from the goal of forensics investigations to identify potential attacks and their subsequent
outcomes. The authors highlighted the research gap and the limited availability of in-depth ROS forensics
investigation studies.

II1. Methodology



LATIN-AMERICAN JOURNAL OF COMPUTING, 2024, voL. 11, No. 2, JULY-DECEMBER, ISSN: 1390-9266 / ISSN-E: 1390-9134

To explore the challenges of forensics investigation in robotics domains, a simulated ROS environment was
utilized to replicate real-life scenarios. Data was generated by engaging the robot in various movement
activities. Although ROS 2 is the latest version of ROS and surpasses its predecessor, ROS 1, the latter has
been used for over a decade and many robots still operate on ROS 1. Actually, ROS 1 is still supported by a
substantial user community and a comprehensive repository of libraries, tools, and resources. Thus, in this
study, ROS 1 was chosen due to the higher probability of having ROS 1 robots being targeted by potential
attackers compared to their ROS 2 counterparts. After configuring the environment and recording robot
activities to generate data, Autopsy and FTK Imager were employed to extract and analyze forensic artefacts
from different locations. This aids in gaining a clearer understanding of the type of information and the
location of valuable artefacts.

IV. Experimental Work

In this section, our proposed ROS experimental setup is explained.

A. ROS Environmental Setup

In this research, ROS was deployed on a Linux-based virtual machine to establish the laboratory
environment. The machine operated on Windows 11, using VMware for virtualization. Within VMware,
Ubuntu 20.04.06 (Focal Fossa) was installed as the guest operating system. The configuration included the
installation of ROS Noetic Ninjemys (ROS 1) distribution systems on Ubuntu. Figure 1 illustrates the
proposed experimental setup visually.
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Fig. 1.
Experimental setup of the ROS environment.

Additionally, the date and time settings on the Ubuntu virtual machine were adjusted to Pacific Daylight
Time (Los Angeles, United States) to align with the default settings.

B. TurtleBot3 Experimentation and Data Generation

The next step involved setting up a simulated environment using the TurtleBot3 model Waffle_Pi. This
simulation was designed to closely replicate the robot's behavior within a controlled virtual setting called
House World. Additionally, the teleoperation package was employed to manually control the robot's
movements within this environment.
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Fig. 2.

Creatinga SLAM map of the environment.

A key aspect of this experiment was the use of Simultaneous Localization and Mapping (SLAM)
algorithms, which were instrumental in generating detailed maps of the environment while simultaneously
tracking the robot's precise position (see Figure 2). This was mainly used to enable the robot to explore
partially known environments using SLAM technology autonomously.

An interesting observation during the experiment was the robot’s ability to detect and adapt to new
obstacles, including other robots or human entities within the evolving map. This ability allowed the robot
to autonomously and dynamically adjust its navigation. In the mapping process, walls or obstacles were
depicted in black, unobstructed areas in white, and uncharted or ambiguous regions in varying shades of grey
or transparency.

Rviz, the ROS visualization tool, was employed to acquire real-time insights into sensor data, mapping
progress, and the robot’s precise position. This tool proved invaluable in monitoring and assessing robot
interactions with their environment. However, we encountered performance-related issues, leading to
frustrating instances of lag and reduced responsiveness. These issues had tangible consequences, notably
slowing down the robot's movements and introducing complexities into the mapping process.

By default, the ROS tool saves the map into the home directory in two formats (unless specified
otherwise): (i) the map.pgm file and (ii) the map.yaml file. The file (i) visualized the environment, featuring
distinct white, grey, and black regions. These regions denoted various aspects of the mapped space, with black
indicating walls or obstacles, white representing unobstructed areas, and grey or transparent sections
signifying uncertainty regions. On the other hand, the file (ii) held essential configuration data for the
map.pgm image [22]. This configuration data provided critical information about the map's scale, resolution,
and other parameters for effectively interpreting and utilizing the map. This usually benefits the developers
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or researchers for future navigation undertakings and analysis. To end the SLAM process, the terminal
operating the SLAM node was shut down. This completed the mapping and location process. With this
capability, we could make the most of the TurtleBot3 for various SLAM-connected purposes, like self-
governing navigation, exploration, and automation. Also, cameras and sensors were incorporated into the
simulation environment to enhance the dataset and introduce a visual dimension to data collection, as shown

in Figure 3.
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Fig. 4.
An example of rqt bag.

Recording TurtleBot3 data using ROS bags, especially when incorporating SLAM, provides a
comprehensive dataset that captures the robot's interactions with the environment. Additionally, it captures
its self-estimated localization and mapping. This recorded data is crucial for robotic developers and
researchers, facilitating in-depth analysis, algorithm development, and refinement of robot behavior.
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However, several challenges were encountered. The simulation environment was resource-intensive, and
limited knowledge hindered the ability to obtain extensive autonomous data. Issues with lagging and reduced
performance were also faced. Moreover, we had to fine-tune Gazebo profile configurations using the
command gz physics -s to balance performance and data quality [23]. Accurate calibration of sensors, such as
cameras, and synchronization with robot movements required meticulous attention to detail. Researchers
should be prepared to address these challenges to ensure the quality and reliability of recorded data.

Despite these obstacles, our research provided valuable insights into the complexities of robot data
collection. It also highlighted the importance of addressing performance issues to ensure the acquisition of
high-quality autonomous data. We strongly emphasize the significance of having a deeper understanding of
the ROS and Gazebo ecosystem as well as optimizing the virtual environment for efficient data generation
and collection.

V. Findings and Discussion

In this section, findings regarding the analysis of the retrieved artefacts and their significance in robot
forensics are discussed.

A. ROS Bag Analysis

An analysis using the Autopsy tool was conducted to examine the structure and contents of a ROS Bag file
extracted from the virtual disk (.vmdk). The .vimdk image was loaded into Autopsy and FTK Imager for
forensics analysis and verification. The findings from this analysis revealed crucial information about the
internal organization and metadata of this file. The analysis primarily focused on hexadecimal lines extracted
from the file which contained critical details regarding the file's structure and metadata (see Figure 5).
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Fig. S.
ROS bag analysis.
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These findings explain several key aspects. Firstly, the initial set of hexadecimal values #ROSBAG
V2.0\nE\0O\O indicate the ROS Bag file's format version, which is crucial for determining the file's
compatibility with ROS tools.

Additionally, the hexadecimal lines included data fields labelled chunk_count, conn_count, index_pos
and op. These fields represent various parameters or properties related to the data stored within the bag file.
Further analysis identified specific field-value pairs, such as chunk_count = 0x00000010 and conn_count =
0x0000000F, which provide essential metadata about the bag file, including the number of data chunks and
the count of connections or channels recorded within the file.

Furthermore, two extra fields were identified: index_pos with a value of 0x00000004 and op with a
hexadecimal value of 0x03BBOF00. These fields contain crucial information about the bag file's structure or
content, which are integral to the Header Section. The analysis of this section of the ROS Bag File structure
is a critical component containing metadata about the bag file, including format version, compression
specifications, and other file-level characteristics.

Summing up, understanding and interpreting these parameters are essential for ensuring the file's integrity
and compatibility with ROS tools which are of upmost importance in robotic data analysis and forensics.

B. Significance of ROS Bag Files in Digital Forensics

The analysis of a ROS Bag file using the Autopsy tool revealed critical insights into its structure and
metadata. Key findings include identifying the file's format version and the presence of essential data fields
such as chunk_count and conn_count. Additional fields like index_pos and op were also discovered. These
findings primarily relate to the Header Section of the ROS Bag File Structure, underscoring its role in storing
vital metadata about this file.

On the other hand, identifying the ROS Bag file's format version is crucial for determining its
compatibility with ROS tools, ensuring seamless data processing and analysis. Data fields such as
chunk_count and conn_count offer valuable metadata about the file, including the number of data chunks
and connections recorded. This provides essential context for forensic investigators in interpreting the file's
content and structure. Additionally, the fields index_pos and op have critical information related to the file's
internal organization, which highlights the importance of the Header Section.

These findings hold substantial implications for digital forensic investigations and cybercrime in robotics.
They empower forensic experts to thoroughly analyze, validate, and interpret data captured within ROS Bag
files, enhancing their ability to detect potential cyber threats, malicious activities, or unauthorized
operations. Especially, understanding the format version ensures that ROS tools can accurately process the
file, maintaining the investigation's integrity. Additionally, the metadata on data chunks and connections
assists investigators in reconstructing events and contextualizing the recorded data; thereby providing a
clearer understanding of the situation under scrutiny.

Another crucial aspect to consider in cybercrime involving robots is the prevalent use of plain text
communication within legacy systems utilizing ROS. Such communication methods can introduce
vulnerabilities since data transmitted in an unencrypted format is prone to interception and tampering. To
mitigate this risk, it is essential for organizations employing ROS in legacy systems to adopt encryption and
robust security measures to safeguard data both in transit and at rest. Neglecting to implement these
measures may leave robotic systems vulnerable to security breaches and unauthorized disclosure.
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However, while the analysis offers valuable insights into the Header Section of the ROS Bag File
Structure, it is important to acknowledge its limitations. The findings focus on the file's metadata and
structure and may not unveil the precise content or significance of the recorded data. Furthermore, the
analysis overlooks potential encryption, compression, or security measures that could impact the
interpretation of the file's content. Further investigation may be necessary to explore these aspects
thoroughly. Specifically, a significant challenge when working with ROS Bag files is the limitation of tools
capable of efficiently parsing and analyzing their contents. While examining the file's structure and metadata
are feasible tasks, accessing and deciphering the data they contain can pose significant challenges. This
limitation brings up the necessity for developing specialized tools and techniques dedicated to extracting

valuable insights from ROS Bag files.

VI. Conclusion and Future Work

This research aimed to explore and demonstrate the potential of utilizing robot-generated data, such as ROS
Bag data, as valuable sources of evidence in digital forensic investigations. By identifying relevant artefacts
and comprehensively understanding the behavior of robotic systems, we aimed to enhance the ability to
successfully resolve crime cases involving robots.

In this work, we answered the research question of how robot-generated data can be used effectively in this
context. For this purpose, the methods used included simulating robot activities, collecting structured data,
and conducting direct observations, which resulted in a rich dataset. Also, the detailed analysis of a ROS Bag
file using the Autopsy tool uncovered valuable insights into its structure and metadata, improving the
understanding of how ROS Bag files can be used in digital forensics. We were also able to identify challenges
associated with parsing and analyzing ROS Bag files, emphasizing the need for specialized tools. Additionally,
we highlighted the vulnerability introduced by plain text communication within legacy ROS systems and
recommended implementing encryption and security measures for data at rest and in transit. This research
demonstrates the potential of robot-generated data as forensic evidence, making significant contributions to
digital forensics, setting the foundation for future investigations and tool development in this emerging
domain.

Finally, to further enhance the understanding of ROS Bag files in digital forensics investigations, future
work could focus on refining methodologies for analyzing robot-generated data, including decrypting and
decompressing the file's content, if applicable. Additionally, examining the timestamps and their
synchronization with the forensic workstation's time zone could provide insights into the accuracy of
temporal data within the file. Exploring the impact of encryption and security measures on data accessibility
and interpretation could be also a valuable venue for further research for exploring legal and ethical aspects
while conducting case studies to validate current findings in real-world scenarios. In general, any ongoing
exploration of ROS Bag files and any other robot-generated data is essential to continually improve forensic
practices in robotics as well as addressing the challenges of data parsing and security not only in legacy ROS
systems, but also in related evolving technologies.
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